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YTBEPXJIEHO:

. Macnosckuit
Rrkas Ne 27a a
mapta 2026 T.

MamsTka
IIpaBuna Ge3sonacHoii padoThl Ha KOMIIBIOTEPE

IMamsTka «ITpaBuia GesonacHoit paGoTsI Ha

KomIbrotepe» (nanee — [amsTka) paspaborana B cootBeTcTBrE ¢ OeepanbHbM 3akoHOM «O6
uHbOpMaIMH, HHPOPMALMOHHBIX TEXHOJIOTHSX | 3alIMTe HHYOPMALMK» U APYTUMH
HOPMATHBHBIMH MPAaBOBBIMH akTaMu Poccuiickoit deiepatii, peryiupyOLMMU [PaBOBBIE
OTHOIIEHHS B 06JIACTH 3aIIMTHI HHPOPMALIHH.

Hactosmas ITamsTka paspaboraHa B essx 0GecrieyeH s COOIIIOIEHAS OCHOBHBIX TIPABHIT H
TpeboBanmii o obecreyeHnIo HHPOPMALHOHHON Ge301acHOCTH MpH 06paboTke ¢
HCIIOJIB30BaHMEM aBTOMAaTH3MPOBAHHOTO paboyero mecta (nanee — APM) nHdopmanun
OTPaHMYEHHOTO JIOCTYTIA, HE COZlepIKalllell CBEIeHHS, COCTABIISIOLIHE TOCY IapCTBEHHYIO TalHy
(nanee — 3amuinaemasi MHGoOpmarHs).

CoTpyIHHK, OCYLIECTBISIONNH 06paboTKy HHPOPMALMH 1 HMEIOLIHH 10CTYIT K
obpabareiBaemoii 3amumaemMoii HHPOPMALHH, COAEpPIKALICHCS B MHPOPMALIMOHHBIX CHCTEMAX,
SIBJIETCS T10JIb30BATEIIEM aBTOMATH3HPOBAHHOTO paboyero Mecra (naee — IToip3oBarers).
Obsizannoctn Ioas3oBarens.

Tone3oBarens 06s3an cobmonars TpeGoBaHus 3aKoHOxaTeNbCTBa Poccuiickolt Denepannu,
DenepanbHBIX 3aK0HOB «O6 HHPOPMALHH, HHPOPMALHOHHBIX TEXHOIOTHAX U O 3AIIUTe
uHbopmarmmy, «O NepCOHATBHBIX TAHHBIX», IPHHUMAEMbIMH B COOTBETCTBHH C HUMI
HOPMaTHBHBIMH MPABOBBIMH aKTaMH, a TaK)Ke TPeGOBAHHS JIOKAIBHBIX OPraHA3alHOHHO-
PacTIOPS/IMTEBHBIX IOKYMEHTOB B 00,1aCTH 3alMThl HHQOPMAIIHH, IPHHSTHIX B OpraHU3aLliH.

Ilosb3oBaTeb 00s13aH:

- BBITIOJIHATB TOJIBKO T€ MPOLEIypbl 00paboTKH HHYOPMALIHH, KOTOPbIE PErIaMEHTHPOBAHBI €10
JIOJKHOCTHBIMU 00SI3aHHOCTSIMHU H TIpaBHIaMK 06paboTkn HHbopMaLmu;

- iepest HavasioM 00paboTky HH(OPMalMH, XpaHsIIeHcs Ha CheMHbBIX HOCHTENISAX HHPOpMALHH,
HEoOX0IMMO OCYIIECTBIIATH MPOBEPKY JaHHOTO HOCHTEs HHOpPMALHH 1 (Bailiios,
Pa3MELICHHBIX Ha HeM, Ha HATHYHE KOMITBIOTEPHBIX BHPYCOB C HCTIOJIb30BAaHHEM
AHTHBHPYCHOTO IPOrPAMMHOT0 00ECTICUCHHMST;

- COOIMIONATh yCTAHOBJICHHEIH PEXKHM Pa3rpaHHUYCHHS I0CTyNa K HH)OPMALHOHHBIM pecypcam;
- obecneunBaTh KOH(HICHIHATBHOCTD HACHTH(OUKALIMOHHON H apoJIbHOIM HHOpMarH,
MCTIONB3YEMOH JUISt IOCTYTIA K HH(OPMAIIHOHHBIM PeCypcaM.

IMosk30BaTeI0 3aNpemaeTcs:

- 3aIMCBIBATh M XPaHHTh 3alMIIAeMy 0 HHOPMAIIMIO Ha HEYYTEHHBIX MAlTHHHBIX HOCHTEIISIX
uHbOpMaLHH;

- OCTaBJIATh HOCHTENH MHOpMAaLK 6e3 MpHeMoTpa, He CAHKLIMOHHPOBAHHO Nepe/iaBaTh
HOCHTETM HH(POPMALIMH TPETHHM JIHILIaM M BEIHOCHTB HX 3@ MPEeITbl TOMEIICHHH, B KOTOPBIX
npou3BoauTCes 06paboTka 3amHIaemMoi HHGopMaLHK;

- OTKJIIOYaTh W H3MEHSTh HACTPOHKH CPEICTB aHTHBHPYCHO# 3aIIHTHI;

- OTKJTIOYaTh (6JIOKMPOBATh) W M3MEHSAThH HACTPOIKH CPE/ICTB 3aIUTBI HH(pOPMALIHH;
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® IIPOHU3BOJIUTEH Kakue-1u60 H3MEHeHus1 B JJICKTPHYECKUX CXeMaxX, MOHTaxke u
pasmenienun TCXHHUYECKHX CPEICTB;

® CaMOCTOSITEILHO THPaXXUPOBATH W1 MOL[PIQJI/IHHPOB&TB nporpaMmMHoe
o6ecneqex-me, H3MEHATH YCTaHOBJIEHHEBINH aNrOpUT™M (byHKLIPlOHPIpOBaHHH TEXHUYECKUX U

¢ OTKPBIBaTh (aitiel, nocrynuemme u3 HEU3BECTHBIX BHENIHHX HCTOYHHKOB, B
TOM 4HCIIe BIOXKEHHEbIE daiiinbl Bo BXOIMIIAE COOGIenUs I neKTpoHHOiL HOYTEI, (aisp,
PA3MCIICHHbIE HA CHEMHBIX MaIIHHHBIX HOCHTC/LIX HH(OpMAlH, aiibl, 3arpy)keHHble
u3 anbopmauHOHHo-TeneKoMMyl—mxaumHﬂoﬂ cetn  «Murepuer», Ges  ux
peIBAPUTENLHOM IIpOBepKkH AHTHBHPYCHBIMH CPECTBAMM 3AITHTE HHbOpMaruy;

® OTHPABIATE 110 OTKPEITHIM KaHaam CBA3H  3alUILaemMyio HHpOpManHio,
KOTOpas He 3ammdposana CepPTUOUIIHPOBAHHEIMU CPEnCTBaMU  KpunTorpadmaeckoif
3alUTEl HHGOpMaLMH;

® MHCTIONB30BATH Ut 06PaboTKH Wiy fepenaun samumaemoit nHpopMarmu
3apybexHbIe MOYTOBkIE H 061aumpe cepsucel (Google, Yahoo u T.IL.), CEPBHCH 06MeHa
MPHOBEHHBIMH  COOGINEHMAMH, B Tom UHCIC  CEPBUCHI Nepefaud rojocoBoii
BHIeonHpopmatmu (ICQ, QIP, Jabber, Viber, Whatsap, Skype u T.J1.), COLHAIBHBIE CCTH
(Twitter, F, acebook, Livejournal n Ta)%

® HCTOIB30BATH 111 paspaGoTku (cosmanmsa)  cimysxeGupix JIOKYMEHTOB
(oummansHbIx [IHCEM,  CNyKeOHBIX  3amucox ApYro#  noKymeHTammm) ¢
HCTIONB30BARNEM HaT-GOTOB ¢ HCKYCCTREHHbIM HHTenIeKToM (nanpumep, ChatGPT i ero
AHAJIOroB);

¢ MomKmoyath k APM, HUCNONb3yeMoMy s o6paborku 3alIUIIaeMoi
MHbOpPMalY, mocToponmue TEXHHYECKHE CpesicTBa, B Tom wmene MOGMITbHEIE
YCTPOHCTBa (Iu1anmeTst, CMapTQOHBl W T.I.) u HEYYTCHHBIC ChEMHBIE MAlIMHHEBE
HOCHTEIH UHOpMaly (dpneur-uakonurenn, usb-mucxy U T.IL).

Iapoabnas 3amura,
Ipu OPTaHHM3aLHH NapOIbHOM 3amHTL [ons3oBareo 3amnperaercs:

HHPOPMAHOHHBIM CHCTEMAM, CpelcTBaM  3ammuTh UHDOpManun, AHTHBHUPYCHBIM
CPeICTBAM H T.I1.), B TOM upcle PAa3THYHBIC YYETHbIE JaHHEBIE 1 [1apOJIH, HANPABIIATE MX
1O OTKPBLITBIM KaHalaM CBsi3u, o 9/IEKTPORHOM 110YTe WM CoOBmaTH TI0CPeICTBOM
TeleYOHHOM U HHO CBSI3H;

® HCIOITB30BaTh B KauecTpe Tapois MpocTele maposy. Hanpuwmep, kom6umammo
CHMBOJIOB, CIIEAYIOIUX B 3aKOHOMEPHOM Iops/iKe (Hanpumep, 1234567, qwerty123 y

POXKACHIS, uMs, Gamumns u 1.1,
TpaBmna u pexomerawum mo obecrneyenno 1aposHoit 3aIUTHL:
® PCKOMEHIyeTcs ocymecTsisTy CMCHY naponeit B cooTBeTcTBHK HOJHMTHKOM
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® He HCIoMB3yHTe 1pOCTHe mapoiy (12345, 123qwe321, 10121980 u T.1L.)
TMapomn nomkHe! 6T He Menee 12 CHMBOJIOB, COJEPXKATh IPOIKCHBIE U CTPOYHEIE
OykBHI (a-z, A-Z), UH(PBI U CHIELCHMBO/IBI (&*1%).

® COXpaHsiTe B TaliHE THUYHBII 11apoJib;

¢ HE HCIOIB3YHTe JHYHBIE Maposu (oT comcereid, muuHON MOUTH N T.IL) s
CIy:KeGHBIX TIPOrpamMM u Hao0opoT, He HCIOJIB3YHTE CITy)KeOHbIe TapoJu I JINYHEIX
nenen;

¢ HHKOI/Ia He CoXpaHsiiTe napomu B Tporpammax umm Gpaysepe;

¢ TIpH BPEMCHHOM OCTaBICHHM pabodero mecra HEOOXO/IMMO B 06a3aTensHOM
nopajaKe  3a6J10KUPOBATH KOMIIbIOTEp (¢ MCMOMB30BaHMEM  KoMGHHAIMK KJIaBHII
«WintLy umm «Ctrl+Alt+Del»), 1160 BBIKTIOITS KOMITBIOTEP.

Ipu  obHapyxenuu (bakToB  Hapymenus KOH(HICHIMATBHOCTH [1apOJIBHOM
uHbOpMaLn (koMmpomerars NapobHOH uHDOpMaLyUK) M IIPH  BOSHMKHOBEHHHU
TONO3PEHUA, YTO HACHTHDMKALMOHHAS I naponbHas MHGOPMALMA cTama u3BecTHa
[IOCTOpPOHHMM JMuam, Ilome3oBatens o6s3an HE3aMEUIMTENIEHO COOBIUTE 06 3TOM
CHCTEMHOMY  aJMHHHMCTPAatopy u (nm) AIMHHUCTPATOPy  MH(OPMANMOHHOM
OesonacHocTH, a Takke [IPOM3BECTH NPOLEAYPY BHETLIAHOBON CMEHEI apoJs.

Brennmanosas  cmena napossi  TTone3oBatens  momkua MPOM3BOIHTECA B
00s13aTeNLHOM Mops/ike B CIIE/YIOLIMX CIyYasx;

® B cClydae mpekpalleHus HOTHOMOYHIi (yBosbHeHNE, mepexon ma JPYTyio
paboty) ITonb3oBares;

¢ KoMmmpomeraumn (nmojospesnu Ha KOMIPOMETALNIO) HACHTUDHKALHOHHON 1
TapoIBHOH HHpOpMaIy.

AHTHBHDYCHAs 3amUTA.

TpeGoBanus npu ocymectsenuy AHTHBHUPYCHOTO KOHTPOJIS:

® obs3aTensHOMY AHTHBHUPYCHOMY KOHTPOJIHO MOMIEKHT TH06as uHbopMarms,
TOJIyHaeMas Mo KaHalaM CBS3H, a TAloKe JAHHbIE Ha CBEMHBIX MAIIMHHBIX HOCHTEJISX
uHdOpManun. Kontponp Bxomsmeit u uexonswei uHGopmammu Ha APM JIOJDKEH
OCYMECTBIATLCA  IIOCTOAHHO € MCIIONB30BAHUCM AHTHBUPYCHOTO  IIPOrpaMMHOIO
obecrevenns;

® BcE nporpamMMmHoe ofecrieucHue, ycTaHaBIMBaeMoe Ha APM,  nomxuo
TPEBAPUTENBHO NPOBEPATHCS HA HANTHYHe BPENIOHOCHBIX NPOrpaMm;

¢ BHCOYEPENHOH aHTHBUPYCHBIIT KOHTPOJIb BCeX McKOB U daitnos APM momxen
BRIIONHATECS  NPH  OGHAPYIKEHHH  BpeOHOCHOM TpOTPaMMbl WM  BO3HUKHOBEHMS
TIONO3pEHNA Ha €€ HAIIMYKE B CHCTEME.,

O6s13ammH0cTH NI0/1B30BATE TE TIpH OCYLIECTBICHNH aHTUBUPYCHOTO KOHTpOJIS:

® obs3aresbHas [IPOBCPKA HA HANMYHMC BHpPYCOB HCIOJIB3YEMBIX BHEIIHUX
HocuTenel  uHdopMarmn (aucku, (bnem-ﬂaxouu'renu, KapTel NaMATH W T.UL), u
Hoctynaromeit uadopmaunn Ha APM (3nekrponnas moura u TIPHIIOXKEHUA K Hei,
CKaunBaemble (aiiiel i TPOTPaMMBI U3 MHTEPHET, JIOKATBHOMN BBIYHCIIMTEIIBHON ceTH, u
T.IL);

® HeMeaneHHoe ofpamenue Kk CHCTCMHOMY  aJIMHHHCTPAaropy u ()
AIMHHUCTPATOPY MH(POPMALHOHHO GesomacHocTn B CJ1yqace NOABJICHHS NOLO3PEHHIT Ha
HaJIH1ME BHPYCOB;
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¢ HeMEIeHHOe ofpaieHue CHCTCMHOMY  aAMHHHCTPAaTOpy 1 (nn)
AIMHHHCTPATOPY GE301ACHOCTH B Cllyyae BBIABIEHUS (aKToB, CBA3AHHEIX co cHosMH B
paboTe cpesicTB 3aimuTh HHpOpMAaLMH.,

DJIeKTPOHHAS NoYTA.

[onksoBaremo  APM npu - obpaboTke mHboOpMammM ¢ HCII0/Ib30BaHHEM
JJICKTPOHHOH paboueit mouTs:

¢ HE PEKOMEHyeTCs OTKpHIBATH BIOKEHHBIE B COOGLIEHHS SMIEKTPOHHOI MouTH
Gaitnel B okyMeHTbI, KOTOpBIE MOTYYEHEl OT HEM3BECTHBIX oTnpasuteneit. I[lpu
TOJLy9CHUM TAKUX COOOIICHUH HEOGXOAUMO obpaTnThes K cHCTeMHOMy aJIMUHHCTPATOpy
U (nnm) AIMHHUCTPATOPY MH(BOPMAIMOHHO GesomacHocTy; )

® DPCKOMEHIyeTCs BCErsla IPOBEPATh, ¢ KaKoro a/Ipeca eKTPOHHOM MOUTHI GEITO
OTIPaBJICHO COOBIIEHNE;

® PCKOMEHIYCTCS TPH HCHONHEHMH CBOMX JOJDKHOCTHBIX — 06s3aHHOCTE
HCIOIB30BATE TONBKO KOPIIOPATHBHEBIE CEPBHCHI 3JIEKTPOHHOI MOYTHI;

llpu opranmsaumm o6paGorku HHQOPMALIK ¢ HCIIONb30BaHKEM 9IIEKTPOHHOM
noutsr TTons3oareno sanpemaercs:

© HCHOIR30BATE KOPIIOPATHBHYIO HeKTPOHHYH0 TOYTY B JIMYHBIX [ENIX;

® COOOLIATE MHBIM JIHIaM HICHTHQUKALHOHHYIO 1 [apOoJIbHY0 HH(bOpMalHIO,
HCTIONE3YCMYI0 171l I0CTYIA K CepBicam SJICKTPOHHOH TOYTB M MHBIM KOPTIOPATHBHBIM
HH(OPMAIHOHHBIM pecypeaw;

¢ MepenaBaTh M0 31eKTPOHHOH mouTe, MH(GOPMALMIO OrpaHHYeHHOro NoCTyna
(xonbureHIMATEHY O MH(OPMALIMIO,  MepCOHATbHBIE NaHHBIE) 6e3  mpuMeHeHms
CePTHOUIMPOBAHHBIX  CpeacTs KpUNITOrpaduyeckolt  3ammure! uHbOpMaIy,
HCIOML3YeMBIX JULs IHbPOBaHNs HHBOPMALHH.

OtBercTBeHHOCTH NOB30BATE NS,

Homp3oBatens mecer [IEPCOHATIBHYIO OTBETCTBEHHOCTE 32 COBIOICHHE TIPaBHIT 1
TpeboBanuii HHPOPMAIHOHHOI Ge3onacHocTy.

Hapymenue TpeGosanuii HHOOPMALIOHHOH  Ge30macHoCTH npu  06paboTtke
uHdopmanuu Ha APM MOTYT [OBJIEYH 3a co6OIf OrpaHHyeHHE noctyna IMonp3osatens k
3alMIaeMoi HHbopMamy u Tpekpatienye 06paboTkn nupopMarnu ua APM.




